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1. Overview of the Integration

This integration Application Note outlines the feature set, connectivity, interfacing and settings
to be done in order to use the OPTEX product line in BVMS or BVMS managed products like
DiVAR IP 3000 and 7000 Series.

This Application Note also assumes that the reader is knowledgeable on both Bosch BVMS as
well as OPTEX products.

1.1  Benefits of the integration

This integration solution with the OPTEX sensors and Bosch BVMS products provides securi-
ty solutions for a wide range of application sectors like Remote Video Monitoring, Petrol/Gas,
Government & Military, Transportation, Retail & Logistics, Industrial Sites, Banking, Museums
& Art Galleries, Leisure, Residential & VIP.

The OPTEX detectors provide accurate detection information that is passed on to BVMS al-
lowing the security manager to set up any desirable video follow up scenario like automated
Goto Preset of IP cameras and/or start recording scenarios. Furthermore the OPTEX detector
information will be stored in BVMS and can be used as forensic search data to easily find cor-

responding incidents as recorded video evidence. This OPTEX-BOSCH integration provides

a tailor made solution for almost any intrusion scenario imaginable.

1.2  Principle of the integration

OPTEX lasers detect , analyze and track objects and can be programmed to scan areas, hori-
zontally and vertically. At any alarm, the OPTEX device will create a ASCII string or so called
REDWALL Basic Event Code that is passed on to the Bosch interface embedded with the DIP
3000/7000. This interface is called ATM/POS_Service. This interface will capture the Basic
Event Code, filters and processes the data and passes this on to the BVMS standard
ATM/POS socket. The ATM/POS_service is capable to process up to 16 OPTEX devices at
the time allowing 16 OPTEX devices to send their detector information to BVMS at any time.
The OPTEX device will send the OPTEX Basic Event Code format the describes the detected
infringement.

This Basic Event Code format and syntax looks like an ASCII string of the following format

and content (Figl):
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y2
Latest
alarm

y3
Multiple alarms
(Details combination)

y4
Multiple
alarms

y9
Dirt on the
window

y10
Tamper circuit
activates

Fig. 1

OPTEX Event Codes are product type dependent. Please consult OPTEX support for the lat-

est updated list of codes ( R.E.C. Event codes with combi codes.xlsx)

Inside the BVMS configuration, the Basic Event Code data is regarded as Text Data and can

internally be stored and processed as Event Data. This allows the user to do dedicated event

search to quickly find all events of certain types but also allow the installer to pre-program

dedicated tailored scripts in the BVMS Config Client to activate a live alarm follow up scenario

for Operator Workstations and/or cameras on the site.

1.3 OPTEX products used for this integration

The OPTEX products involved in this integration document are:

a. REDSCAN RLS-3060SH (Fig2.)

Intrusion Detector Laser Unit

Find details here: http://www.optex-europe.com/cms/documents/PDS-REDSCAN-

3060SH %20v7.0.pdf

b. REDWALL PIE-1 Encoder(Fig3)
Find details here: http://www.optex-europe.com/cms/documents/PDS-OPTEX-PIE.pdf

5 input detector
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http://www.optex-europe.com/cms/documents/PDS-REDSCAN-3060SH_%20v7.0.pdf
http://www.optex-europe.com/cms/documents/PDS-REDSCAN-3060SH_%20v7.0.pdf
http://www.optex-europe.com/cms/documents/PDS-OPTEX-PIE.pdf
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Fig.2 REDSCAN RLS-3060SH Fig. 3 PIE-1 Encoder

c. REDSCAN Manager Advanced (ver 6.0.2.3) Software
This software can be downloaded or obtained via Optex.

Please contact www.optex-europe.com

1.4 Bosch products used for this integration

The Bosch products involved are:
a. DIP 3000 or DIP 7000 with Version 7.0 OR BVMS Professional Edition 7.0

Fig. 4 DIP 3000 Fig.5 DIP 7000

b. ATMPOS_Service_1.00.00.09_Package.
This can be retrieved via IPP or via the following link:
http://tutorials.ipp.boschsecurity.com/downloads/ipp-
nam/ATM%20P0S%20Service/1.00.00.09/ATMPQOS Service 1.00.00.09 Package.zip

The Package should also include 2 manuals for further reference:
- ATM POS Service Installation Manual.pdf
- ATM POS Service User Guide.pdf
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2. Technical details and Setup of the integration

2.1 OPTEX RLS3060SH device preparation

To setup the REDSCAN Laser detection areas, masks, I//O settings and Network specs you can use

the OPTEX REDSCAN Manager software as supplied via OPTEX.

Make sure that the Laser Network Settings are programmed correctly (The Laser default IP number is
192.168.0.126) .
192.168.10.126

In the illustrations following, the Laser IP has been reconfigured to IP number

In order to connect the Laser to the DIP 3000 or DIP 70000 you must also program the DIP socket
destination here where the Laser Basic Code Events have to be reported to. This is done via the |/O
button in the top menu line of the REDSCAN Manager Software.

See figure 6.

B)‘ REDSCAN Manager Advanced {(ver 6.0.2.3)

Basic Settings Advanced Settings Tools View, Manager Settings

.9

@@ﬁ

Disconnect Zoom Out ng In Home H:-:;
(F5} (F9)
1/0 Settings = ] | _;_q
REDWALL Event Code | r
Protocol
¢ UDP ¢ UDP and TCP
Detector ID E
I” Use and arbitrary number = (0939 Detector
[Group 1 =] [MyRedScan =

Transmission Interval of T

[ =

Clear Code Timing

53: (2-60 sec.)

Heartbeat for Device Monitoring

Edit Group/Detector Information | Edit Detector Information

Detector Information

Model REDSGCAN [RLS-3060SH]
Version version 730 (16/11/11)

" 1P Address 192.168.10.126

™ Heartbeat for Device Monitoring

UDP

Scope * Broadcast Unicast

IP Address (Destination) |

| 123 (06553
| 10 20

Port Number
DIRS

Number of Transmission

ddress
TCP

192.168.0.1

3000/ ,000)IR

Detector Settings

Detection Mode Thdoor Ceiling/Wall protection mode el
Detection Area W

Sensitivity Low et
Minimum Tareet Size Small

Environmental Resistance Disable

Auto Area Adjustment Disable

Width of learning Perimeter Not Applicable -

Alarm Status

[ J(

I J( ]

IP Address [Destination) |

=)

Port Number

i 192.168.10.99

port!as!programmed!in!tﬁ‘e!A!'!TM/P!G)S;servit:e!on!the!E)IPg

B2 Bi

T

Masking/Allocating File | No.!

Z] Replace I

Fig. 6
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Since the ATM/POS service, which has to receive the Event code, is running on the DIP 3000 unit,
you have to insert the DIP IP number and the ATM/PQOS service port (in this case 7100) that corre-
sponds to the Terminal-ID in the ATM/PQOS service configuration receiving this event.

2.2 OPTEX PIE-1 device preparation

In order to alter the PIE-1 Network IP number (in this document to 192.168.10.127) and to define the
destination for Event Code to the ATM/POS Service in the DIP or BVMS you have to open the
Webpage of the PIE-1 via http://<ip>

Go to the tab Configuration. See fig 7

>

PIE-1 Configuration Page version 1.1.3

Sensing Innovation

Save Config |
Configuration —PIE-1 Configuration
Aithorization IP Address 192.168.10.127
Subnet Mask 255.255.255.0
MJ Default Gateway 0000
— Event Code Configuration
[J Use an arbitrary number
’V ID of Detector |127 (000-999)
Transmission Mode |TCcP v
UDP (Destination)
IP Address 1925168710199
Set to DIP Port Number 7100 (0-65535)
address and Number of transmission |10 (1-20)
ATM/POS port
of the defined TCP (Destination)
TerminallD TG ]7192,168.10,99
Port Number 7110 (0-65535)
Time out setting 10 sec.(1-30000)
[0 set continuous alarm of TA/TR available
’— Transmission interval IT sec.(1-3600)
Delay time of event code stop transmission
2 sec.(2-60)
—1/0 Configuration
Detector SIP-100
Number of Output Selector |3{UP)
Detection Range Selector  |Far+NearlDOWN) v
™ Orange Et‘ylegt IAlarm(Far) .
C|/°c[)°;:ifr ;Ze Yellow of ?h o [Rizrm(Nezr) &
input wires Green alarm { [MamiCreepzone) [¥]
Blue gener |Tamper .
Purple ated Trouble
Save Config |
Fig. 7

Type in the Event Code Configuration box the DIP address and port that the PIE-1 must use for Event
reporting to the DIP. The port should be unique and is the same as the port defined in the ATM/POS
configuration used in the ATM/PQOS configurator of the ATM/POS Service. See later in this document.

Bosch Video Systems - OPTEX Integration solution MKI_JN Eindhoven
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You can set the I/O functionality of the PIE-1 to any type of hardware in the I/O Configuration at the
bottom of that page. The 5 sets of wires (delivered as accessory cable) are Normally closed inputs.
In the overview tab of the Webpage you will see the status of the I/O inputs. These alarms are trans-

ferred and Event Code and send to the DIP as Event information.

&€ DRTEX

Seniing innovation

PI1E-1 Configuration Page version 1.1.3

Overview Alarm Information
R.E.C. Inputs in
Configuration (REDWALL Event Code) Alarm
Authorization
Orange Alarm(Far) Tamper
Yellow | Alarm(Near) Trouble
Green Alarm(Creep)

Copyright © 2012 OPTEX CO.,LTD.

Fig. 8

2.3 Bosch Divar IP 3000/7000 preparation

2.3.1 Define the ATM/POS interface service

The ATM/PQOS Service is a separate Windows service that runs in the background on a DIP.

It provides a general data collection interface between an external application and BVMS.

It therefor takes external ASCII Text data received on its IP socket and passes this on to the
ATM/POS internal IP input of BVMS (127.0.0.1).

Since this service is per default pre-installed in the C:/Program Files(x86)/Bosch/ATM POS
Service directory of a DIP 3000/7000, you can use this service on the same PC right away.
For BVMS Systems, the service can be installed separately on the BVMS Server or any other
Windows PC in the Network.

Please consult the ATM POS Service Installation Manual of the ATM/POS Service to install
the ATM/POS service step by step in case you use a BVMS system and not a DIP.

Bosch Video Systems - OPTEX Integration solution MKI_JN Eindhoven
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2.3.2 How to configure the ATM/POS Service for Optex devices

The next step is to set up the Optex channels as an Text Data supplier device.

A new Text Data source like OPTEX devices can be added using the configurator that can be
found here: C:/Program Files(x86)/Bosch/ATM POS Service BoschATMPOSConfigura-
tor.exe See Fig. 9.

This configuration tool can be used to add, to edit, to delete, and to save these

configuration settings.

Bosch ATM/POS Configurator | Servicexml [ =] =]
To Add devices ‘

Device Properties
ATM/POS Device IP Address: 192.168.10.124_L.Sonfigure ATM/POS Device
ATM/POS Device Port: 7100 Delete ATM/POS Device

ATM/POS Teminal ID: 3

File Devices.. Help

(=% BVMS ATM/POS Server
-5 ATM/POS Device: 3
.. JATM/POS Device: 4

Add Device: Tr )

A —
Add Device: LRedscan Laser [

ATM/PQS Device Properties Firewall Settings ATM/POS Device Properties Firewall Settings
IP Address: | 192.168.10.126 e W57 163 10,127
Pott: | 7100 i Port:| 7110 I
BVMS Properties BVMS Properties

ATM/POS Teminal ID!

ATM/POS Teminal ID

These TerminallDs (out of the 16 available) are here
defined and activated in the ATM/POS Service

Ready
Fig. 9
Note:
The button “Open Port” automatically opens the defined port in your firewall to receive the
Text Data.

Each ATM port must be unique for each Text Data device configured. In this case the OP
The default configuration file Service.xml also should be located in the same folder. At
launch, the BoschATMPOS Configurator tool should load the configuration settings from the
Service.xml file. The user can appropriately modify and save things like a Codepage to set
the Text Data language to other than default English etc etc.

A finished setup looks like Fig. 9 and 10 for the REDSCAN Laser and the PIE-1.

The Service.xml shows then like Fig10:

Bosch Video Systems - OPTEX Integration solution MKI_JN Eindhoven
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- <Service>
<DefaultAtm DeviceIld="0" CodePage="US" Terminalld="1"/>
<Atm Deviceld="0" CodePage="US" Terminalld="3" IpAddress="192.168.10.126"/>
<Atm Deviceld="0" CodePage="US" Terminalld="4" IpAddress="192.168.10.127"/>
- <Brd IpAddress="127.0.0.1" RecordingLanguage="GERMAN" TempFolder="C:\AtmPosDump"
RecvTimeout="250" TxToBrdPort="4200" ConnectionPort="4201">
<Terminal Name="POS Input 3" Id="3"/>
<Terminal Name="POS Input 4" Id="4"/>
</Brd>
<AtmListener RecvTimeout="" AcceptsAny="0" MaxSizeData="" TcpPort="7100"/>
<AtmListener RecvTimeout="" AcceptsAny="0" MaxSizeData="" TcpPort="7110"/>
</Service>

Fig.10 The file Service.xml with all initial settings

This is all it takes to setup the service.

In the same directory mentioned above you can find this service named as AtmPosSer-
vice.exe . You can check if this service is running as a Windows background (consult ser-
vices.msc). After a configuration change, either in Service.xml or via the tool, you must manu-
ally restart this ATM/POS service.

To do this, please run the file RestartATMPOSService.bat in the install deirectory.

(BVMS restarts this service automatically at every restart of the BVMS server).

Note: If the service does not start then there could be an error in your configuration like the
same port used twice..

2.4 DIP 3000/7000 or BVMS preparation

In order to receive the OPTEX Event data and to store this data along with video footage also
BVMS must be setup to receive the data that is routed from the OPTEX device via the
ATM/POS service towards the BVMS server in the DIP (or on a PC)
To configure the DIP or BVMS for this integration, you can use the BVMS Config Client as in-
stalled in the Start menu of Windows.
The steps to do are:

a. Define an ATM/POS device (representing the ATM/POS service)

b. Define the Event reaction in BVMS resulting from this event and when.

c. Define which camera should record the event data along its video footage

d. Restart the BVMS server and Operator Clients.
The various figures below show these steps.

There are 16 inputs in the following picture on the right. Make sure that the input corresponds
with the TerminallD of the defined ATM/POS device in Fig 9.

Bosch Video Systems - OPTEX Integration solution MKI_JN Eindhoven
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BE Configuration Client (127.0.0.1)

System Hardware Tools Reports Settings Help

B - QR B S e

/

. "7 @ x é &\ E Failover NVR Manager ’ IP Device Configuration

= Ti 1
Q Do iesetl Bosch ATM/POS-Bridge | Inputs

& E Enterprise System [1]

- g NVR Devices |4 1.8 | |
- H) Bosch Recording Station/DiBos 2 | I
: DVR (Digital Video Recorder) — :
: S Use here the 3.[¥| | REDScan RLS3060 Laser |
‘ é Matrix Switches same input [
@.@ Workstations [1] number as 4.[7] | PIE-1Redw/all \
) used for the 9
E’@ Mopites I3} TerminallD's 50 [ \
E}wg Other Devices [11] 6.0 | |
[ g Communication Devices [2]
= (&) atweos 70 | |
- JOPTEX Text Data Collection 8.0 | y

i [g]_] Foyer Card Readers

o Virtual Inputs

Fig. 11 Define an ATM/PQOS device (representing the ATM/POS service)

To define the OPTEX device event follow up in the Event TAB, see Fig 12 below.

BE Configuration Client (127.0.0.1)

System Hardware Tools Reports Settings Help

g boices ) 3 ; 'gm"g/% Schedules .‘g Cﬁmi;‘d;;

L @' Events and Alarms Debounce Settings for ‘Data Input’

b\ 5% ° \
Alarms ) User Groups
m /e

[, BRS/DiBos Devices
[ Dvr Devices

@ ONVIF Encoders
g "R Devices

@23 Encoders/Decoders
® Q VRM Devices

E Allegiant Devices
& a System Devices

Device
Name

| | PIE-IRedv/all

& (B8 ATMPOS Devices N = 7
(- @ POS Bridge 2 T (1 152.168.1052) Logical Tree, OPTEX Mornitored Camera
& @ POS Bridag 3 Camera 1(192.168.10.90)  Logical Tree, OPTEX Monitored Camera
VAN Dta Input The RedScan event (blue lines above)

will be recorded to the ticked camera
- ¢ DTP Device

Fig. 12 Define the Event reaction in BVMS resulting from this event and when.
In the above setup you can see follow-up programmed that initiated an alarm (scheduled as

“Always”) for that REDSCAN Data Input Event. On the far right you find the button to program
to which camera(s) the Event Text data should be stored.
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€ Configuration Client (127.0.0.1)
System Hardware Tools Reports Settings Help

5 A \ \ S . @
; \ Maps and \ Cameras and \ \ 2 y
g Devices ) B2 Ehiceae % Schedules 2 Hecording ;f; & Events ) L‘ Alarms ; User Groups b
/ /= / /
/ - :

f
S J SRS =

=] @ Events and Alarms POS Bridge Input - Data Input

[, BRSIDiBos Devices

spfldentity Alarm Image Panes ‘ More [
i Device | Network Address | Prigaf] Title | Color 2 3 [ 4 ] 5 [ AsioFile | AlamOptions |
REDScan RLS3060 Laser 127.001 20 Datz | 0.0. fle@ Camer |

v
gwiall 127001 gt 20 Datal | | 0,0, Beg Camer ==
"B Aot .‘ REDScan RLS3060Loses -POS e Input - Dot nput i

@ [ Dvr Devices

& @@ ONVIF Encoders
@ g NVR Devices
(-4 Encoders/Decoders
& Q VRM Devices

& gl Alegint Devies  Cameras | Nofifications | Workflow | Analog Monitor Group | Deviating Alarm Duration Seftings |
@ (D) system Devices Nr| Name /] Location [ Rec|Protect|Deviating Alarm D] Auxiliary Co | Predefined Positio
! [ﬁ ATMIPOS Devices |3 | Camera 1(192... Logical Tree... - | [ ]

[ @B POS Bridge L 2 Camera 1(192...| Logical Tree.. [v | [~ =

=] POS Bridge I At Alarm there are various

AR BVMS follow-up actions to
ata Input
define !!
[#-¢7 DTP Device

Fig. 13 Define the ALARM reaction in BVMS resulting from this event and when.

The above alarm settings and features addressed are activated as a result of an alarm
acknowledge. Also naotice in the red circle that both the REDSCAN Laser detector as well as

the PIE-1 Alarm will automatically call-up the correct event involved Cameras.

When all BVMS settings are inserted you can re-activate the BVMS Server by pressing the
Activation button in the left top screen of the Config Client. See Fig. 14

OE Configuration Client (127.0.0.1)

System Hardware Tools Reports

E Enter@ise System [1]
o g we
% Bosch Recording Station/DiBo
- DVR (Digital Video Recorder)
@ Matix Svitches
LE g \Workstations [1]

i e

ices [4]

Fig. 14 Restart the BVMS server and Operator Clients.

Also at this point, the Operator Clients must restart with the new database content and will
then show the altered settings in their GUI.
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3. Testand see the integration at work !

Provided you have followed the above guideline and programmed the various elements cor-
rectly, you can now put the OPTEX — Bosch integration to the test.

3.1 TestSetup

For the DIP , the ATM/POS service Version 1.00.00.09 was used on a DIP 3000 with Version
7.0.0.223 and some cameras were added to the system.

To test the OPTEX device Event Code generation, as listed in Fig. 1, both the REDSCAN
Laser and the PIE-1 inputs were forced into Alarm Mode via an intrusion simulation.

This was done on the PIE-1 by randomly operating the 5 input contacts and for the RED-
SCAN laser by setting up a scan environment with 4 Alarm zones (B2,B1,A1,A2) and pene-
trating the zones.

3.2 OPTEX detection of specific Alarms as shown in OPTEX GUIs

See both device alarms in below Figl5 and 16.

/2 PIE-1 Configuration Page - Internet Explorer - ]
@T-; | ® |f@> http:/{192.168.10.127index.htm | 42 2 PIE-1 Configuration Page X .

| File Edit View Favorites Tools Help

J WS »J %3 Home  ~ Feeds (1) - ‘|Readmal = Print ~ Page~ Safety ~ Tools~ @@

Sansing Innovation

PIE-1 Configuration Page version 1.1.3

Overview Alarm Information

R.E.C.

Configuration (REDWALL Event Code)

Authorization

Orange | Alarm(Far) Blue Tamper
7 Yellow ‘ Alarm(Near) Purple Trouble

Green Tiaair;n(Creepi) i

Copyright ® 2012 OPTEX CO.,LTD.

Fig. 15 a Far alarm as well as a Creep alarm reported in the PIE-1 browser page
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RS REDSCAN Manager Advanced {ver 6.0.2.3)

Basic Settings  Advanced Settings  Tools | View | REDSCAN Manager Settings

PE... |a alg @

Herzonta! Detecton Detection CmdidmteDblect Zoom Out Zoom In Homs Help
Sensing Ares Object

Fip Area Range (F9) (F10) (F11) (F12)

Properties 3 X

INTRUDER

Detector

[Group T =] [MyRedScan =
Edit Group/Detector Information | | Edit Detector Information |

Detector Information a I
Model REDSGAN [RLS-3060SH]
Version version 730 (16/11/11)
1P Address 192.168.10.126 |

Detector Settings ‘ /
Detection Mode Indoor Ceiling/Wall protection mode (= Intrusion Zone Intrusion Zone s Intrusion Zone
Detection Area v B2 B1 7 At
Sensitivity Low S |
Minimum Target Size Small
Environmental Resistance Disable
Auto Area Adjustment Disable
Width of learning Perimeter Not Applicable -

Alarm Status L ALARM A2 activates and will send ffo the DIP 3000 Event code //

"RLS126MQA2" =
( J( J( J | g
>
o
z + [« . g
ing Fil No.1 | k - REDSCAN Laser
Maskine/Allocating File Replace g o S
3
== =
- —
1 s Om

Fig. 16 A REDSCAN laser event triggers an alarm in Zone 2 in the REDSCAN Manager GUI

Both device’s alarms will simultaneously be send along with their dedicated Event Codes to the DIP.
The default Event Code start characters , identifying the devices in the below screen shots are:
-  REDSCAN Laser (192.168.10.126) = RLS126.....
- PIE-1(192.168.10.127) = PIE127....
At an OPTEX alarm, the Event Code transmission to the DIP will trigger the DIP event settings.
As a result and according to the DIP settings, this event will be processed.
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3.3 Event Code and alarm reporting as shown in BVMS Operator Client:

@3 Operator Client - Control - Monitor 1
[System] Camera Tools Alarms Extras Help g | & | or-Feb-
e @ = @ EES e el L T SRR &= =
e T ) Camera 1 (192:162:102)
,§ ] Terminal 1 Views =,
8 Camera 1(192.162.10.92) [2] /-
[} Maps S
£D\Radar 1
98 Qgmera 1(192.168.10.13) [4]
@) Coera 1(192.168.1050) [

i‘
=Y came 21 (192.168.1092) (2 e ! :%
agy RTSP INPEG Stream 6] 1 \ ‘b T .
% 4
[ 7

-

Alarms in Live mode
showing when the
REDSCAN laser triqaers

Camera 1 (192.168.10.92)

@Amm % Workflow K Clear 47 un- Mt {% TetData |/

Alarm Title. | Alarm State Date/Time. 7 prior | Event Type Device [Management] Info [ workfiow [ TextData
.&:L Data Input ﬂMv: 07-Feb-17 16:21:37 20 | Data Input REDScan RLS3060 Laser 127.001 RLS126CL 5 sec later the alarm cleared
&, Data Input (A Active (O7Feb-17 162132 ) 20 ((Data Input REDScon RLS3060Laser ] 127.00.1 -ﬂ RLS126MOA2 MasterAlarm Zone A2

Fig.17 The DIP Operator Client receives the REDSCAN Laser Master Alarm for Zone A2

Now you can also simulate a PIE-1 Alarm or multiple simultaneous alarms by opening contacts.

&> DRTEX

Sansing Innovation

PIE-1 Configuration Page version 1.1.3

Alarm Information

; : R.E.C.
SOSR e R (REDWALL Event Code)
Authorization
Orange I Alarm(Far) Blue Tamper
Yellow [ Alarm{Near) Purple Trouble

Fig.18 PIE-1 Far Alarm detected
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3 Operator Client - Control - Monitor1
System Camera Tools Alarms Extras Help

[e=F—=ad AETS @ s s Casmimnbeo wl B 2o B SEEE TS
% - G Seimaun
1 (] OPTEX Moritored Camera =]

#8) Camera 1(192.168.10.92) [2]
) Comera 1(192.168.10.90) (3]
G ] Maps
£ Radar 1
) Camera 1(192.168.10.90) [3
98) Camera 1(192.168.1092) [2]

Camera 1 (192.168.10.92)

N ) > A Far Alarm on the PIE-1 input
L ot [ worion S oo gk unaccepr [ Tenvata | [ A Combined Alarm on multiole PIE-1 inputs ey
Alarm Title | Alarm State | Date/Time. [Priority]  EventType | Device - 1]
&, Data Input A Active 03-Feb-17 15:12.05 20 | Datalnput PIE-TRedwall 1270 PIET27MOFR
|| & Detanput LA Active 09-Feb-17 15:12:04 20 Datalnput PIE-1RedWall 127001 PIET27MOCRXZCC

Fig.19 The DIP Operator Client receives the PIE-1 Master Alarm for Far alarm and Combined alarms

The Event Code received along with the Alarm will also be stored to the recordings of the camera(s)
that you nominated in Fig.12 in the tickboxes for the column called Text Data Recording.

We will use this for further tests below.

3.4 Search for video of an OPTEXT Event in the DIP Recorded Data Base

For finding video Evidence you can either use the “Find Video By Event” button in BVMS or use the “
Text Data Search” button (as shown in Fig 20).
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Q Search for Text Data [_83_
Search in recordings of: Sources from server 127.0.0.1 -
Sources

AL ) Camera 1(192.168.10.92)

Date and Time ] search period

Start time: 121250 [ (090217 []

End time: 1153314 (2 [09-02-17 e We are interested in
REDSCAN laser events

Search Conditions only.

@a@ (*= wildcard characters))

—omparative Value

Search type

Transaction Text

[Search][ Close]

Fig. 20 Find any OPTEX event over a certain time period for a particular device.

3.5 OPTEX events found with Event Code as shown in the Operator Client GUI

After the search has finished, the result shows in the Operator Client with all evidence on one screen.
The recorded event data that can be consulted here is:

1. all Alarm details like time / date , source device etc (also logged in log files).

2. Theinvolved camera details closest to the event location.

3. The reported OPTEX Event Code synchronously reproduced from the live occurrence

The Operator can instantly use al playback options and also click any other search result lines for fur-

ther consultation. See Fig. 21
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O3 Operator Client - Control - Monitor 1

= (&g Logicgl Tree Playback mode 134

BC] OPTEX Monitored Camera
Camera 1(192.168.10.2) [2] o
@ ) Camera 1(192.168.10.90) [3]
i M
£ R 1
i Carfera 1(192.168.10.90) [3]
FO)ca

Camera 1 (192.168.10.92)

&) H Alarm

et s N GO 145522 09- e 17

D Search finished. Number of entries in result list: 5

- || EventNam ____ Camera Time Event _ Devices -
[ 09-Feb-17 14:58:18 REDScan RLS3060 Laser Camera 1 (192.168.10.92)
|m N i 05-Feb-1714:58:19 REDScan RLS3060 Laser oy RLS126h
Data Input 039-Feb-17 14:58:24 REDScan RLS3060 Laser Camera 1(192.168.10.92) RLS126CL
&+ [ |patainput 03-Feb-17 15:03:43 REDScan RLS3060 Laser Camera 1(192.168.10.92) RLS126MOA2
& [ | Data Input 03-Feb-17 15:03:48 REDScan RLS3060 Laser Camera 1(192.168.10.92) RLS126CL

Fig. 21 List and show any OPTEX REDSCAN event over a certain time period for a particular device.

If this is all working fine, you can start to fine tune the integration to the application.

The options are that you activate functions and features in the Event and Alarm Screens in the Con-
figuration Client as a result of OPTEX messages.

It is even possible to filter and invoke BVMS actions on OPTEX Event Code in BVMS not generally

but very specifically according to the content of the OPTEX message.

For this reason the Integrator can extend the feature set for his end user and tailor the integration so-
lution by using the BVMS-SDK via the onboard Script Editor and Compiler in the Config Client of
BVMS.

This extra functionality allows Integrators to invoke adequate BVMS response on a very high level of
automation and optional integration communication to on-site subsystems.

The details about how to compose, edit and compile C# or VB .NET scripts are part of the BVMS Ad-
vanced Integration Workshop in Eindhoven. This workshop teaches you how to design integration
features, only limited by your own imagination, and are outside the scoop of the main BVMS Software
feature set.

For further details, please contact Integrator Partner Program (IPP) in Eindhoven.
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4. How to control BVMS via OPTEX Laser detection events

4.1 Where to start ?

In order to build tailored event follow-up for BVMS and BVMS controlled devices such as presets for
PTZ cameras or populating Operator Client screens with involved cameras automatically, the above
described Standard Integration should work OK first. It has no sense to continue building new fea-
tures at this point when the Standard Integration lacks incoming event code generation or lacks com-
munication between BVMS and OPTEX.

Following the guidelines above, a working Standard Integration will show the R.E.C event codes in
the BVMS Operator Client as alarm overview line each time the OPTEX device detects an incident.
See fig 17 above.

With the Standard Integration, any OPTEX event code sent to BVMS generates an alarm and the
event code can be observed by the Operator. There is no distinct or dedicated follow-up inside BVMS

for each alarm individually. For this to happen you must create a so called Server Script in BVMS.

4.2 The principle of controlling BVMS via external events

In principle, events are “triggers” which are provided to the BVMS server from inside the main BVMS
Server or activated via external IP network devices such as OPTEX. In this integration, the OPTEX
events propagate from the IP network via the ATM/POS service into the BVMS server. Such an event
carries detailed event data which corresponds with the Laser detected event.

In the Configuration Client of BVMS (in the EVENT TAB) you can link each ATM/POS incoming Data In-
put, containing the OPTEX event (ASCII) code, to a Server Script.

Q& Configurstion Client (127001)

System  Hardware Tools Reports Settings Help

g Dences ﬁ e @ Schedules % e ‘d», Events (M) Aams i'-; User Groups
H9® x 2 50 883

4 Ereete o Nicww ' Debounce Settings for Data Input’ _ | Settings fog#8ta Input’

@ [ BRSDiBos Devices —
- Trigger Alarm Log | Script Event Options_|
W, 7 erioss Schedule | Script | Schedule 2xt Data Records |

© @ ONVIF Encoders <one> @ Never 1

5 g 1R Oevices . @

+ G Encoders/Decoders

# (@Y VRM Devices =

. Allegiant Devices

4 (D System Devices 2 [+
&5 ATwPOS Devices

|
4 @ POS Bridge v
& POS Endy
A
TP Devies

Fig. 22. Green box shows where Server Scripts show up and can be selected and scheduled for
execution once being added and compiled (see chapter 4.3).

Compiled Script code can interpret this incoming Event data (OPTEX Event codes) and by that acti-

vate internal BVMS actions as well as external calls to devices and subsystems. This makes BVMS
suitable for almost any integration project and required feature set.

Bosch Video Systems - OPTEX Integration solution MKI_JN Eindhoven



BoschVMS - OPTEX Integration| 21

4.3 A Server script to process incoming Event Data

Since BVMS contains all tools itself to design dedicated Scripts to follow-up reported incident events,
no external development software is needed to edit, nor to compile your script C# source code.
Scripts can be developed with the on board BVMS — SDK components and their methods.

You can add Scripts via the Config Client software of BVMS by selecting the Tools menu and then
“Command Script Editor”

DE Configuration Client (127.0.0.1)

System Hardware | Tools | Reports Settings Help

£ o= E3 umx ER

H "’ @ x ;’,é \"\ E Failover I
‘ & (& Device Tree [12)

(3] i Enterprise System [1]

Fig. 23. Invoking the Command Script editor in BVMS Config Client Software

The Script tools window opens with 2 panels; on the left the Client and Server Script survey of
existing scripts and on the right the Client and Server Editing Tabs.

For events, to invoke Script actions as a follow up to incoming BVMS events to the server, you need
to add your script code as a SERVER script. On the contrary, Client Scripts are invoked by Operators
and need to be added as Client Script.

44 Creating Scriptlets

To start editing, select in the left panel, the desired script type (ClientScript or ServerScript) and then
right mouse to select “New Scriptlet” (inset A). This action will automatically open in the right panel the
associated Script Tab and a new entry for your script code (inset B).

Command Script Editor

Hyloc &g 22w s el

6 i | Cientscipt  ServerScipt

a
2. // ScriptType: ServerScript
MNew Scriptlet 3 // ScriptLanguage: C3

Ereferences Al

5 using System;

6 using System.Diagnostics;

7. using System.Collections.Generic;
g using logdnet;

o using Bosch.Vws.Core:

10. using Bosch.Vms.SDK:

12 [BvmsScriptClass()]
13 public class ServerScript : IDispossble

14

15 private readonly IServerhpi Api:

16 private readonly ILog Logger;

17

18 public ServerScript(IServeripi api)

19 {

20 this.Logger = LogManager.GetLogger ("ServerScript”):

21 this.Api = api;

22 3

23

24 public void Dispose()

25 s

26 // Use this method to cleanup any resources here (consider fully implementing the Dispose pattern).

27 // For example, stop and dispose any started timers. Ensure that all threads that were started are stopped here.
28 // DO NOT BLOCK in this method for a very long time, as this may block the applications current activity.
29 i

30

31

3z [Scriptlet ("8c034873-caf?7-4502-89bb-££814h4dcees”)]

33 public void (Serverscriptlet)EventData €)
¢ c

2
) D)

3% 3

|1

b S
IScupl ServerScript compiled with 0 enov[s] E

Fig. 24. Logical steps to create a Server Scritplet.
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The next step is to change the Scriptlet Name to a dedicated name corresponding the content action
of the scriptlet (inset C).
Note:

- For Server Scripts, this new name will later also automatically appear in the Event Tab, at
your device event row where you can select the “Scripts” for that event to follow-up tht
event.

- For Client Scripts, this new name will be used for adding Scriptlets to the Operators
Logical Tree.

Next step is to add your dedicated source code (in this document C#) to the scriptlet where is says
“Insert code here” by overriding the green comment line with your code. (inset D)

Your script can be written in the editor area on the right using the onboard BVMS SDK (API). To do so
and to get help please open the API Help button on the top indicating “SDK /?”.

It is outside the scope of this Application Note to go into SDK details. (Please contact MKI/IPP
Eindhoven for furhter BVMS SDK details if required)

When your code has been added, you can compile by pressing the green tick in the left top corner or
the Floppy Icon which will compile and save you code (provided no errors are detected)

(inset E) . Please check and correct your code until there are no errrors reported. (inset F)

Leave the code screens when done.( your code must be error free and saved, before you can leave
this page !!).

4.5 Bringing your Server Script into action.

A server scriptlet can be associated to any incoming BVMS event, once a new server scriptlet has
been successfully added. To do this, go to the Event TAB and select your invoking event on the left.
On the right, all event invocation actions can be programmed (to show alarms, to log and to activate a
scriptlet)

Important to know is that Server Scriptlets also follow the BVMS programmed Time schedules.

(do not forget to select a time schedule , See Fig 22 Green box).

To test your script, save your settings with the Save Changes floppy icon (left top) followed by
Configuration Activation via the green light button.

Now fire the event and check the outcome.

Note:
Dealing with Client Scriptlets is not part of this document.

46 An OPTEX RS3060 Laser guided solution for Bosch PTZ camera presets.

To express the above described flexibility of Server Scripts, following integration between Bosch and

OPTEX as automated security solution can serve as an example and be utilized:

1. Whenever the Laser detects an Area 1 (A1) access violation, the Bosch PTZ camera should
immediately respond to this and go to Preset 1.
2. Whenever the Laser detects an Area 2 (A2) access violation, the Bosch PTZ camera should
immediately respond to this and go to Preset 2.
Note: Optex Event code like RLS126 is automatically composed. |.E 126 is the last IP number Octet
of your Laser Device.
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To make this work we will use a Server script and the BVMS — SDK component DomeCamera-
Manager with the Method MoveToPredifinedPosition as follows:

ServerScript®
| 2435
236 [Scriptlet ("090fe34f-3079-47a0-a7c8-£024fdc47e18") ]
237 public void FilterOPTEXEventCode (EventData e)
238 {
239 if (e.Type=="DataInputEvent" && e.DeviceName == "REDScan RLS3060 Laser")
240 {
241 DomeCamera ThisDome= Api.DomeCameraManager.GetDomeCameraByLogicalNumber (1)
242 //Send PTZ camera to the scene of interest according to Laser reported Event Code
243 string LaserData= e["PosData"]:
244
245 if (LaserData.Contains ("RLS126MOCAl1"))
248 {
247 Api.DomeCameraManager.MoveToPredefinedPosition (ThisDome,1); // Sent PTZ camera to Preset 1
248 }
2438 else if (LaserData.Contains ("RLS126MOAZ"))
250 {
251 Api.DomeCameraManager.MoveToPredefinedPosition(ThisDome,2); // Sent PTZ camera to Preset 2
252 }
253 }
254
255 }

Fig. 25. A screenshot of a practical Server Script to control a Bosch PTZ camera from an OPTEX
Laser Device.

4.6.1 Important Side Notes to this Script:

1. The PTZ Presets must be programmed in the PTZ camera in advance and correspond to the
desired Laser area.

2. (line 236) This is the uniquely given script GUID by your BVMS server when you added a
“New Scriptlet”. DO NOT ALTER this given GUID !

3. (line 237) The Script name “FilterOPTEXEventCode” is a given name. You can take any
name.

4. (line 239) This line filters on only ATM/POS data AND only data from Device called "RLS La-
ser Data" (which is the named ATM/POS data input)

5. (line 241) The Logical Number must correspond with the given Logical Number in the Camera
TAB of that PTZ camera. (Column called “Number”)

6. Make sure there is no compilation error before leaving this script. If there are errors reported
then find the error line indication in the error message. Consult the SDK/? Button if needed.

7. This scriptis an example showing the operational basics of scripts. The integrator is however
responsible to implement a smooth and save functionality taking operational and security as-
pects in account.
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8. Also be informed that the OPTEX Event code can be a combination of multiple events and al-
so there are codes that indicate clearance of Alarms. (See Fig 1.) You can anticipate as pro-
grammer to these possible events in your C# code and make you script rugged and sabo-
tageffool proof. See Appendix B and Event Code publications for details.

9. Bosch will not accept any liability of implemented script impact.

5. Appendix A

Example Server Script

Here is the (red) script Text to COPY/PASTE into your script area at location “// insert code here”

public void FilterOPTEXEventCode(EventData e)
{
if (e.Type=="DatalnputEvent" && e.DeviceName == "REDScan RLS3060 Laser")
{
DomeCamera ThisDome= Api.DomeCameraManager.GetDomeCameraByLogicalNumber(1);
//Send PTZ camera to the scene of interest according to Laser reported Event Code
string LaserData= e['PosData'"];

if (LaserData.Contains ("RLS126MOAL1"))

// Sent PTZ camera to Preset 1
Api.DomeCameraManager.MoveToPredefinedPosition(ThisDome,1);

}

else if (LaserData.Contains ("RLS126MOA2"))

{
// Sent PTZ camera to Preset 2
Api.DomeCameraManager.MoveToPredefinedPosition(ThisDome,2);

6. Appendix B

Reference Sites for further info:

For OPTEX Product information: WWW.optex-europe.com

For Bosch Integration Partner Program (IPP) :  http://ipp.boschsecurity.com/en/

For Bosch DIP 3000/7000 and BVMS:

https://emea.boschsecurity.com/en/products 3/videosystems 17/recording_17/iprecording_17/divarip
3000 18/divarip3000 18 21177

https://emea.boschsecurity.com/en/products 3/videosystems 17/recording 17/iprecording 17/divarip
70002u_32/divarip70002u 32 34825

https://emea.boschsecurity.com/en/products _3/videosystems_17/videosoftware 17/videomanagemen

tsystems_17/boschvideomanagementsyste 144/boschvideomanagementsyste 144 36910
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